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Category Short Description Weighting Exam
Description (%) Duration
Report AS1 An individual report to 50.0
demonstrate documenting
material using forensic tools.
Report AS2 A group report to investigate a 50.0
simulated crime.
Aims

To develop an understanding of the role of the computer forensics analyst through
the use of existing applications and investigative techniques.

Learning Outcomes
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After completing the module the student should be able to:

1 Identify the role of the computer forensics analyst in computing investigations.

2 Explain the structure of files and the metadata contained within them.

3 Demonstrate experience in a number of computer forensic tools as used by
practitioners in the field.

4 Identify a range of appropriate methodologies used during an investigation and
present the results of the investigation.

Learning Outcomes of Assessments
The assessment item list is assessed via the learning outcomes listed:

Forensic tools 1 2

Group investigation 3 4

Outline Syllabus

The module will cover the three phases of a computing forensics investigation:
Search Phase:

Search preparation, processing the crime or incident scene, securing evidence from
the computer, data acquisition and identification of digital evidence sources.

Analysis Phase:

Preparing for a computer investigation, the investigator's environment, computer
forensics software needs, current computer forensics software and hardware, the
impact of file and operating systems on the investigation, computer forensics
analysis, recovery and investigation of digital image (picture) files, network forensics
and investigating e-mail.

Presentation Phase:

Reporting the results of the investigation and the role of the expert witness.

Learning Activities
Lectures and practical work. The practical work builds on core forensic computing

concepts covered in the lectures. This involves laboratory and user demonstrations
of computer forensic techniques.
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This module is intended to build on first year modules to introduce the students to
the practicalities of conducting computer forensics investigations.
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