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Aims
To gain a significant understanding of various security vulnerabilities in and cyber threats to 
computer systems/applications as well as the importance of cyber security.To assess critically 
a variety of intrusion detection and firewall techniques and tools for the protection of computer 
systems and applications.Develop practical skills in the use of security countermeasure 
technologies and associated tools.

After completing the module the student should be able to:

Learning Outcomes

Code Number Description

MLO1 1 Critically review use of security countermeasures in a networked environment.

MLO2 2 Plan and develop a solution using network defence techniques and tools.

MLO3 3 Compare and contrast methods of intrusion detection and firewall techniques to secure 
information systems.

Module Content

Outline Syllabus
Malware; viruses and worms, botnets, mobile code security, spyware. Other common attack 
types including Denial of Service, Phishing, XSS, SQL Injection.Intrusion detection: Overview 
of intrusion detection systems; host-based intrusion detection; network-based intrusion 
detection; intrusion detection tool selection and analysis; deployment issues of intrusion 
detection, effective use of intrusion detection technologies; organisational issues and 
operational planning; and recent advances in intrusion detection.Firewalls: Network security 
threats; firewall purposes and types; firewall requirements; firewall techniques; firewall 
deployment issues, and firewall interoperations with other security measures such as 
IPSec.System security services: authentication, key management, access control models 
including Bell-LaPadula, Chinese Wall, Biba, RBA. Trusted Computing. Biometrics.

Module Overview

Additional Information
Using network defence techniques are a core part of being an information security practitioner.
Practical skills learnt in this module will be useful for employability.

Assessments

Assignment Category Assessment Name Weight Exam/Test Length (hours) Module Learning 
Outcome Mapping

Report Network Security 
Scenario

40 0 MLO1, MLO2

Centralised Exam Exam 60 2 MLO1, MLO3

Module Contacts

Module Leader

Contact Name Applies to all offerings Offerings

Aine Mac Dermott Yes N/A

Partner Module Team
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Contact Name Applies to all offerings Offerings
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