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Grading Basis: 40 %

Assessment Details

Category Short Description Weighting Exam
Description (%) Duration

Report AS1 Individual report on issues linked 60.0

with a range of aspects related

to information security

management.
Exam AS2 Examination 40.0 2.00
Aims

This course introduces students to technical and administrative aspects of
Information Security and Assurance. Hence, it provides the foundation for
understanding the key issues associated with protecting information assets,
determining the levels of protection and response to security incidents; and
designing a consistent, reasonable information security system, with appropriate
intrusion detection and reporting features.
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Learning Outcomes

After completing the module the student should be able to:

1 Critically evaluate information systems security issues.

2 Evaluate and explore various emerging social and technical issues associated with
information systems security.

3 Develop an understanding of the applications of current legislation and standards by
critically reflecting on some of the real-world business global cases.

4 Propose an appropriate security plan for an information system.

Learning Outcomes of Assessments

The assessment item list is assessed via the learning outcomes listed:

Info security 4
management
Exam 1 2 3

Outline Syllabus

Overall Syllabus will be divided into three parts: Definitions and Concepts; Ethical
and Legal Issues; and Case Studies

Introduction to Information Security
Components of Information Security

The requirement for Security

Legal Issues in Information Security
Ethical Issues in Information Security
Professional Issues in Information Security
Risk Management

Planning for Security

Technical Aspects of Information Security
Physical Security

Learning Activities

Learning activities will be facilitated through lectures, tutorials including: case-
studies, demonstrations and group discussions.
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Whitman, M.E. and Mattord, H.J.
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Title
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Subtitle

Edition 3rd Edition

Publisher Thomson Course Technology
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Notes

The module covers the technological and managerial aspects of the information

systems security.

Page 3 of 3



