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To develop an understanding of the role of the expert witness in trials involving
computer forensics.

Identify a range of appropriate methodologies and tools used during an investigation.
Analysis of forensic images and preparation for presentation of results in a court of
law.

Learning Outcomes

After completing the module the student should be able to:

1 Identify techniques used by criminals to hide data and apply these to a simulated
crime.
2 Demonstrate search and seizure procedures and preparation for taking an image

of a storage device.
3 Analysis of a forensic image and preparation of a report of the findings.
4 Identify the legal issues relating to presenting evidence in a court of law.
5 Present evidence in the guise of an expert witness.

Learning Outcomes of Assessments

The assessment item list is assessed via the learning outcomes listed:

Simulated crime 1
Forensic Report 3 4 2
Forensic Presentation 5

Outline Syllabus

Identification of techniques used by criminals to commit crimes on digital devices,
Preparing a computer for investigation,

Processing the crime or incident scene,

Search preparation and the tools required to perform a search,
Securing evidence from the computer,

Data acquisition and the use of write blockers,

Identification of digital evidence on mobile devices,

Reporting the results of the investigation,

The role of the expert witness,

English Law and its application to computer forensic investigations,
Maintaining the chain of custody to ensure the integrity of evidence.

Learning Activities

Lectures and practical work. The practical work builds on core forensic computing
and English law concepts covered in the lectures.

Page 2 of 3



Notes

To provide an understanding of computer forensics investigations and presentation
of the results in a court of the law.
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