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Assessment Details

Category Short Description Weighting Exam
Description (%) Duration
Report AS1 Coursework - 50.0

analysis/discussion of research
in the area (4,000 - 6,000
words).

Exam AS2 Examination 50.0 2.00

Aims

To develop an understanding of the theory and practice of computer forensics.

Learning Outcomes
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After completing the module the student should be able to:

1 Demonstrate a critical understanding of technical concepts, implementation, and
restrictions of computer forensics in the organisation and law enforcement.

2 Develop practical and advanced research skills in computer forensics.

3 Critically analyse and evaluate physical and forensic computing data evidence.

Learning Outcomes of Assessments
The assessment item list is assessed via the learning outcomes listed:

Analysis 1 2

Examination 3

Outline Syllabus

The course outline includes:

Overview of computer forensics, the basics of hard drives and storage media,
reporting and documentation processes, forensic computing in law enforcement and
national security, current practice and evidence handling, operating system
(Windows/Unix) advanced analysis techniques, advanced file analysis approaches,
network forensics, mobile device (e.g. mobile phone or embedded systems) forensic
computing, data hiding and hostile code, encryption and forensics, investigation of
fraud, and future research directions of the field.

The practical laboratory exercises will develop skills in data and evidence collection
from both Windows and UNIX computers.

Learning Activities
Attend online lectures, tutorials and practical work. The practical work builds on core

forensic computing concepts covered in the lectures. This involves 4-day laboratory
and user demonstrations of forensic computing techniques at the end of the module.
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Notes

This advanced course is intended for post-graduate students interested in the field of
forensic computing. The purpose of the course is to provide the fundamental

technical concepts and research issues essential for computer forensic
investigations within the organisation, law enforcement or national security.
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