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Delivered 
Hours:

36.00

Total 
Learning 
Hours:

150
Private 
Study: 114

Delivery Options
Course typically offered: Runs Twice - S1 & S2

Component Contact Hours
Lecture 12.000
Seminar 24.000

Grading Basis: 40 %

Assessment Details

Category Short 
Description

Description Weighting
(%)

Exam 
Duration

 Report AS1 Analysis/evaluation of current 
research directions in computer 
forensics 4,000 - 6,000 words).

100.0 0.00

Aims

To develop advanced theoretical and practical research skills in computer forensics.
To develop a critical appreciation of both the theoretical and practical issues in the 
field of digital forensics.
To provide critical evaluation of research methods in the development of new 
computer forensics methodologies, tools, techniques and applications.

Learning Outcomes
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After completing the module the student should be able to: 

 1 Demonstrate the technical concepts, implementation, and restrictions of computer 
forensics in the organisation, law enforcement and national security.

 2 Demonstrate practical and advanced research skills in computer forensics.
 3 Critically analyse and evaluate physical and computer evidence using advanced 

computer forensics and research-based techniques.
 4 Critically evaluate the impact of future research issues on the field of computer 

forensics.

Learning Outcomes of Assessments

The assessment item list is assessed via the learning outcomes listed:

 Analysis 1
  

2
  

3
  

4
  

Outline Syllabus

The course outline includes:
Advanced hard drive and storage media analysis, reporting and documentation 
processes, forensic computing for the organisation and national security, issues in 
current practice and evidence handling, operating system (Windows/Unix) advanced 
analysis techniques, advanced file analysis approaches, network forensics, mobile 
device (e.g. mobile phone or embedded systems) computer forensics, data hiding 
and hostile code, encryption and forensics, combining computer forensics 
investigations with other evidentiary material, P2P applications, encrypted network 
traffic, identification of computer forensics artefacts on the hard drive or in the file 
system, analysis of social networks and other advanced topics.

Learning Activities

Attend online lectures, tutorials and practical work. The seminars build on core 
computer forensics concepts covered in the lectures. It is envisaged that this course 
will empower the post-graduate student by giving them the responsibility to self-
manage and self-organise lectures and seminars around their research interests in 
computer forensics.
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Notes
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This advanced module is intended for post-graduate students to discuss and analyse
the current situation and future directions of the computer forensics field. It ideally 
would prepare a student for a career either as a practitioner in the computer 
forensics field or for  further post-graduate study.


