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Report AS1 Review of network forensic 100.0

techniques and a practical
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Aims

To develop a critical appreciation of both the theoretical and practical issues in the
field of network forensics.

To critically appraise the use of computer networks and their importance to computer
forensics investigations.

To develop the necessary skills, methodologies and processes to conduct a basic
network forensics investigation within an organisation.
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Learning Outcomes

After completing the module the student should be able to:

1 Explain the technical concepts, implementation and restrictions of network forensics
in a variety of situations.

2 Critically evaluate recent advances in network technologies to assess their impact
and applicability to a network forensics investigation.

3 Assess the role of network forensics in the wider fields of networks, computer
security, law and computer science.

4 Critically analyse and evaluate network forensics data evidence.

Learning Outcomes of Assessments
The assessment item list is assessed via the learning outcomes listed:

Network forensic 1 2 3 4
review

Outline Syllabus

The course outline includes:

Overview of network forensics: network forensics fundamentals, legal considerations
and the role of network forensics in law enforcement, the organisation and national
security.

The network environment: protocols, communications, how computers communicate
with one another, wireless versus the wired environment, the Windows network
environment and identifying key sources of evidence within a network investigation.
Hard drives and servers: investigating traces of network evidence residing on
networked hosts and servers.

Email analysis: email as source of contextual information and evidence, identifying
communications path evidence, Web-based email versus client applications and
legal considerations when investigating emails.

Advances in network applications: VolP applications and their relevance to network
investigations, Peer-to-Peer networking and its impact on the investigation and
ubiquitous computing.

Mobile phones and PDAs: the mobile phone architecture, analysis of mobile phones
and PDAs, embedded GPS data and its importance to the investigation and data
sources.

Exploiting the network for investigative purposes: identify tools and techniques that
an examiner could use for passive network information gathering.

Social network analysis: identification of analysis tools for investigating social
networks, the dynamics of relationships in a networked environment and graph
theory as a means of adding analysis and context.

Live response in a volatile world: volatile data sources, finding evidence in memory,
identification and preparation of network forensics tools and registry evidence.
Attack detection and incident response: the identification of key networked devices
for the provision of networked evidence, attack types and signatures, responding to
an incident and the limitations of security countermeasures in network forensic
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investigations.

Learning Activities

Lectures, tutorials and practical work. The practical work builds on core network

forensics concepts covered in the lectures. This involves laboratory and user
demonstrations of network forensics techniques.
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Notes

This advanced course is intended for post-graduate students interested in the field of
network forensics. The purpose of the course is to provide the fundamental technical
concepts and research issues essential for network forensics investigations within
the organisation, law enforcement or national security.
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